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ITS cyber-society-security areas

➡ Measurable Security  
▪ Security classes 
▪ Risk-Exposure Model 

➡ Societal Security, Trust, Digital 
Transformation 
▪ “Renewable means Digital” 
▪ Values: Capabilities of a society 

➡ elResilience 
▪ decentralised, elNeighbour, 

elMunicipality 
▪ Dec 2025: “Amy” 155.000 households
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https://www.vg.no/nyheter/i/wg7LoA/norge-kan-lammes-av-stroembrudd-
advarer-telenor-i-sin-aarlige-sikkerhetsrapport   

https://www.vg.no/nyheter/i/wg7LoA/norge-kan-lammes-av-stroembrudd-advarer-telenor-i-sin-aarlige-sikkerhetsrapport
https://www.vg.no/nyheter/i/wg7LoA/norge-kan-lammes-av-stroembrudd-advarer-telenor-i-sin-aarlige-sikkerhetsrapport
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Measurable Security

➡ IoT related  
▪ home network (critical functionalities) 
▪ unprotected IoT devices 
▪ industrial use case 

➡ Risk analysis for IoT-based 
infrastructure 
▪ Impact and Exposure (Comm. & 

Protection) 
➡ Security and Privacy classes 
▪ operating envelope and “ideal/critical” 

operation
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Measurable 
criticality to measurable: 

security, 
privacy and 
dependability
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[Courtesy: Manish Shrestha, UiO, 2019]
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Societal Security

➡ Digital (AI), Trust, 
Societal Security 
▪ Societal Transition 

➡ Edge-capabilities: 
Neighbourhood, Society 
▪ “Money is just a transactional entity, 

not a value” 
▪ “Capability of the society is the value”
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Mission Planning

Operation Planning

Energy Management

55% by 2030, 90-95% by 2050

Sector specific goals & 
incentives: housing, …

Municipality buildings

Component monitoring & 
control

Energy-, Component-, 
Electrical Health

Green
renewable energy, CO2, nature, species, 

preserving

Digital  
processes, services, humans

“OSI” layer model for energy
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Resilience of the electrical grid

➡ edge empowerment, distributed 
grid 

➡ elNeighbourhoods, minimum 
energy, smart usage,  

➡ AMS2.0 pathway to resilience 
▪ New AMS in Hvaler (2028?) 

➡ industrial transformation (2x 
energy) 
▪ Dec2025: 59% more request (Elvia)
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Security Semantics - decentralised 

➡ IoT System components, Security functionality & 
Security attributes 

➡ IoT Lifetime security functionality 
▪ Operations 
▪ Development, Audit, Maintenance 
▪ Decommissioning 
▪Mechanisms, Humans, Physical, Privacy protection 

➡ Internet, Things, Semantics 
▪ Semantics vs Syntax 

➡ Operating envelope 
▪Meaning, examples 
▪ communication 
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1) How does he Operating 
Envelope look like applying 
criticality? 
2) How can the criticality be 
applied for SPD?
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Risk-Exposure Model

➡ Why not Impact & Frequency/Likelihood risk 
analysis? 

➡ Risk-Exposure model components 
▪ Exposure: Connectivity & Protection level 
▪ Connectivity: C1 (isolated) … C5 (full Internet) 
▪ Protection level: P1 (lowest) … P5 (highest) 

➡ Protection: data encryption, communication 
protection, SW security, HW security controls, 
Monitoring, Access control, Cryptography, 
Physical security 

➡ Home control, explain  
▪ external supervision vs in-house solution
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[Courtesy: Manish Shrestha, UiO, 2019]
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Multi-Metrics (MM) Method

➡ Accountable security - MM 
▪ principle operation 

➡ Privacy: Loan of vehicle 
▪ difference of scenarios 1-3 

(privacy, speeding, crash) 

➡ Privacy labels 
▪which data, sharing 
▪ integrity, storage 
▪ ownership, further distribution
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Measurable 
criticality to measurable: 

security, 
privacy and 
dependability
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sub-system 2
(s,p,d)

Comp. 1 Comp. 2 Comp. 3

Multi-Metrics
MM

M

sub-system 1
(s,p,d)

system
(s,p,d)

Multi-Metrics (weighted subsystems)
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Multi-Metrics (MM) Method

➡ Applications: Smart Meters 
➡ Communication: Smart Meter 

System 
➡ SPD 
▪ from components and functionalities 
▪ to SPD functionalities 

➡ Operation envelop  
➡ Weighting in MM 
➡ Combining sub-systems through MM
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ZeroTrust Architecture - and 
applicability for the society

➡ Why zero trust 
▪ “your system is hacked already” 
▪ “no user or device is trusted until they 

have proved otherwise” 
▪what do you do in case of hacking/

ransomware? 
➡ Domain examples 
▪ Hospital architecture 
▪ IT-deployment, docker-based 
▪ Cloud access 

➡ Role in the organisation (HMSS/EHSS)
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https://dtc1.com/how-to-set-up-a-zero-trust-network/
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Cloud Security - latency, 
➡ Delivery models 
▪ Infrastructure (IaaS), Platform 

(PaaS), Software (SaaS) as a Service 

➡ Responsibility of Cloud provider, 
and of Customer 

➡ Cyber vs Cloud Security 
▪ Threats, reasons, main defence
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Energy transformation is Societal transformation

• Starting from Municipalities 
• Lokal energy demand 
• Operational flexibility/reserve 

• towards a supportive transition 
•  psychology, involvement, organisation 

• “Integrated approach across disciplines”
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Lillestrøm
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Energy transformation

➡Future of work 
▪ need more electricity (Elvia: need 51% more power today) 
▪ innovation, new businesses, transformation  

➡Growth potential 
▪ comes from “behind the meter”, solar and wind 
▪ price drop in Europe: 80-85 €/MWh (2024) down to 50 €/MWh 

(2050) due to renewables and flexibility. (Statnett, 2025) 

➡Flexibility challenges for Statnett 
▪ society that stops the transition (infrastructure) 
▪ de-industrialisation of Norway (too little energy) 
▪ political insecurity
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(Statnett 2025) Julie Larsen Gunnerød et al., Langsiktig Markedsanalyse 2024-2050, Statnett, 2025

http://weEnergize.no
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Societal aspects of energy 
transition

➡Shift people’s self-conception from 
passive consumer to active 
participants (Dütschke, et al. 2021, Frontiers in Psychology) 

➡ “domestic pathways” from small-scale 
renewable (Juntunen 2014) 

▪ attitude, economic incentives, age 
➡Escalator effect - lowers threshold for 

further engagement 
➡ real decision-making power of renters 

and apartment dwellers (Lennon et al. 2019) 

➡ intakt “engagement chain” (Lowitzsch et al. 2016)
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https://www.gov.uk/government/news/
government-to-make-plug-in-solar-available-
within-months

http://weEnergize.no
https://www.gov.uk/government/news/government-to-make-plug-in-solar-available-within-months
https://www.gov.uk/government/news/government-to-make-plug-in-solar-available-within-months
https://www.gov.uk/government/news/government-to-make-plug-in-solar-available-within-months
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Energy transformation 
eResilience, flexibility and regulations

➡Hvaler: Preparedness including EV charging 
and Municipality infrastructure 

➡Lillestrøm: Top-system for 240 buildings, 19 
swimming pools++  

➡Grenland: industrial transition, massive 
energy need  

➡Kristiansund: “energy emergency on the 
island” 

➡ real-world island operations (shortcoming or 
outage)
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https://octopusev.com/power-pack-bundle 
UK – Octopus, Zaptec Pro, BYD – free home charging  
plug in your EV for around 12 hours a day, 20 days a month

http://weEnergize.no
https://octopusev.com/power-pack-bundle

