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Knowledge and collaboration space 
http://IoTSec.no - #IoTSec, #IoTSecNO
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«Open World Approach» 
everything that is not declared closed 

is open
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How come these guys didn’t think of 
security?
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How come these guys didn’t think of that?

Source: http://www.michaelkaul.de/History/history.html
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• The building where the Internet (Arpanet) 

came to Europe in June 1973

.... and the Internet
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The threat dimension
! Hollande (FR), Merkel (DE) had their mobile 

being monitored 
! «and we believe it is not happening in Norway?
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[source: www.rediff.com]

[source: Süddeutsche Zeitung, 
18Dec2014]
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The Smart Grid in the close future
! Smart grid with prosumers 
! various control mechanisms 
! attack scenarios 
! critical infrastructure
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Internet of Things Security
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#IoTSecNO, #IoTSec  
IoTSec.no facts

! Research Initiative: Security in IoT for Smart Grids 
– applicable for Internet of Things (IoT) 
– focussed on Smart Grid security 

! Facts 
– 1Oct2015 - 30Sep2020, 32 MNOK budget (25 MNOK NFR) 
– 10 founding partners,  
– 18 partners (Nov2015) 

! Main outcome 
– Research in Security for Smart Grid 
– Industrial Smart Grid Security Centre
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Partners 
! Founding partners 

➡ University of Oslo (UiO) through the Institute for Informatics (Ifi) and 
the University Graduate Centre (UNIK), 

➡ Norwegian Computing Centre (NR) 
➡ Simula Research Laboratory (SRL) 
➡ Gjøvik University College 
➡ NCE Smart Energy Markets (NCE Smart) 
➡ eSmart Systems (eSmart) 
➡ Frederikstad Energi (FEN) 
➡ EB Nett (EB) 
➡ Movation (MOV) 

! Associated Academic Members 
➡ Mondragon Unibersitatea, Spain 
➡ University of Victoria, Canada 
➡ Universidad Carlos III de Madrid, Spain 
➡ University of Roma La Sapienza, Italy 

! Associated Industrial Members 
➡ Mondragon Unibersitatea, Spain 
➡ Fredrikstad kommune 
➡ EyeSaaS 
➡ Nimbeo 
➡ H2020 and ECSEL projects 

! COINS Academic Research School
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Research Topics
! Tailoring «security challenges» to targeted research 
! Security in IoT Ecosystem 

! Semantic modelling and provability 
! Measurable Security, Privacy and Dependability  
! Adaptive security 

Operational requirements 
! Operational security  
! Forecast mechanisms 
! Operation Centre (from Smart Grid to Smart City)
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Example of Research: 
Multi-Metrics -  system composition

! System consists of sub-systems 
consists of components 
! security 
! privacy 
! dependability 

! Computer analysis

10

sub-system 2
(s,p,d)

Comp. 1 Comp. 2 Comp. 3

Multi-Metrics
MM

M

sub-system 1
(s,p,d)

system
(s,p,d)

Multi-Metrics (weighted subsystems) id
ea
l

go
od ac
ce
p.

cr
iti
ca
l

fa
ilu
re

cr
iti
ca
lit
y

http://IoTSec.no


Nov 2015, Josef NollIoTSec.no                         #IoTSecNO

Ecosystem for Innovasjon
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Conclusions
! Internet of Things (IoT) is a game changer 

! Unfair advantage in the Nordics 
! Autonomous systems, Critical Infrastructure 

! Collaborative approach for a (more) secure 
society 
! trust is not enough, need for measurable 
! partnership for security: threats, measures, counter 

activities 
! Measurable Security and Privacy for IoT 

! IoTSec.no - Security for Smart Grid 
! Dependable access  
! Industrial impact: Security Centre for Smart Grid 

! Innovation ecosystem with security and privacy  
! Pilots for Procedures, Norms & Policies 

! Join us for a more secure Innovation Ecosystem
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[Source: Monique Morrow, Cisco]
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Interested to join our Initiative? 

- contact one of the partners 

- call, SMS 9083 8066, @IoTSecNO

http://IoTSec.no

