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Will AI be able to 
describe?
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Outline
➡ History  
▪ fog, edge computing  
▪ edge IoT 

➡ Power Grid 
▪ failure & hacks  
▪ Grid as critical infrastructure 

➡ Risk analysis - exposure 
➡ Distributed AI (DAI)  
▪ research challenges
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Source: L. Atzori et al., The Internet of Things: A survey, 
Comput. Netw. (2010), doi:10.1016/ j.comnet.2010.05.010

Hu, P., Dhelim, S., Ning, H., & Qiu, T. (2017). Survey on fog 
computing: architecture, key technologies, applications and open 
issues. J. Netw. Comput. Appl., 98, 27-42.
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Fog-/Edge-IoT

➡ Bandwidth & costs 
▪ 30 GB of data from a truck per month 

➡ Latency 
▪ local decision within 5 ms 

➡ Security, Privacy 
▪Man-in-the-middle, DDoS 
▪ Authentication, Access control 
▪ Fault tolerance, Reliability 

➡ Resource management 

➡ Transfer to Fog-/Edge-AI?
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The electrical grid
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28Apr2025 Spain & Portugal blackout

➡ Cause:  
▪ 60% solar energy,  
▪ 1. solar park switched off, 1.5 s later 2. solar 

park 
▪ interconnection to France stopped (f < 48,0 

Hz)  
➡ Conventional: inertia (rotating generators) 
➡ Solar: sudden death (DC/AC converters) 
➡ Challenge: 
▪ distributed respond to grid fluctuations 
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https://www.bakerinstitute.org/research/iberian-peninsula-blackout-causes-consequences-and-challenges-ahead 

2025: ES, PT 
2025: CL Chile  
2023: PK 
2022: BD 
2021: PK 
2020: LK Sri Lanka 
…

https://en.wikipedia.org/wiki/List_of_major_power_outages 

https://www.entsoe.eu/news/2025/05/09/entso-e-expert-panel-initiates-the-investigation-into-the-causes-of-iberian-blackout/ 

12:20 Oscillations across Europe 
12:40 Nuclear outage FR 
12:32:57 generation trips (20 s) 
total 2200 MW deducted  
12:33:18 freq 48,0 Hz 
12:33:21 AC to France stopped 
12:33:24 blackout (incl HVDC)

https://www.bakerinstitute.org/research/iberian-peninsula-blackout-causes-consequences-and-challenges-ahead
https://en.wikipedia.org/wiki/List_of_major_power_outages
https://www.entsoe.eu/news/2025/05/09/entso-e-expert-panel-initiates-the-investigation-into-the-causes-of-iberian-blackout/
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Threat landscape

➡ Supply chain attacks 
➡ Ukraine grid hack (2015)
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https://www.heise.de/en/news/Electricity-provider-Tibber-hacked-50-000-German-customers-affected-10031690.html

13Nov2024

July 2023 - June 2024
1. Ransomware 25.8%
2. Malware 5.2%
3. Social Engineering 6.1%
4. GDPR threat 19%
5. DDoS 41.1%
6. Information manipulation ~1%
7. Supply chain attacks ~1%

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024 

Examples Supply Chain
• Discord (Mar2024)
• Okta (Oct2023 - authentication)
• JetBrains (Sep2023 - TeamCity)
• MOVEit (Jun2023 - transfer tools)
• Microsoft (Feb2023 - code sign)

https://www.heise.de/en/news/Electricity-provider-Tibber-hacked-50-000-German-customers-affected-10031690.html
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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Power Grid 2024
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https://www.reuters.com/technology/cybersecurity/us-electric-grid-growing-more-vulnerable-cyberattacks-regulator-
says-2024-04-04/ 

https://news.ucsc.edu/2024/05/ukraine-cybersecurity.html 

https://www.reuters.com/technology/cybersecurity/us-electric-grid-growing-more-vulnerable-cyberattacks-regulator-says-2024-04-04/
https://www.reuters.com/technology/cybersecurity/us-electric-grid-growing-more-vulnerable-cyberattacks-regulator-says-2024-04-04/
https://www.reuters.com/technology/cybersecurity/us-electric-grid-growing-more-vulnerable-cyberattacks-regulator-says-2024-04-04/
https://news.ucsc.edu/2024/05/ukraine-cybersecurity.html
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Resilient Societies

➡ Resilience to threats  
▪ Pandemics: COVID-19, 
▪ natural disaster 
▪ external threats: terrorism, fake news,   

➡ Self-sustained communities 
▪ job-creation 
▪ educating, information, 
▪ Dugnad: value creation 

➡ Value-based  
▪ “alle er med” (everyone is included) 
▪ Trust 

➡ “Digital Participation in the society”
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Markus Brunnermeier, Princeton University

 

https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society
https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society
https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society


Risk Analysis for IoT
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risk appetite

acceptable risks: 

retention, 

not acceptable:  

avoid, mitigate, share

Applicable to IoT?

https://www.nrk.no/trondelag/historien-om-containerskipet-som-grunnstotte-i-hagen-til-johan-pa-byneset-gar-verden-rundt-1.17429973 

https://www.nrk.no/trondelag/historien-om-containerskipet-som-grunnstotte-i-hagen-til-johan-pa-byneset-gar-verden-rundt-1.17429973
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Risk Exposure Model for IoT

➡ “you have been hacked” 
➡ Exposure 
▪ Connectivity 
▪ Protection Level
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Manish Shrestha https://its-wiki.no/wiki/Smart_ICT_2019 

Security Class

Impact Exposure E1…E5

Connectivity  
C1…C5

Protection 
P5…P1

Isolated 
Wireless 
connectivity Internet 

Lowest Protection

Highest Protection

https://its-wiki.no/wiki/Smart_ICT_2019
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Industrial standards (IEC 62443)

➡ Security Level (SL) 0: No protection required 
➡ SL1: Protection unintentional or accidental misuse. 
➡ SL2: Protection intentional misuse by simple means with few 

resources, general skills and low motivation. 
➡ SL3: Protection against intentional misuse by sophisticated 

means with moderate resources, automation-specific knowledge 
and moderate motivation. 

➡ SL4: Protection against intentional misuse using sophisticated 
means with extensive resources, automation-specific knowledge 
and high motivation. 

➡ Set of standards, e.g. IEC 62443-1-6: Applying the 62443 series to 
the industrial internet of things  

➡ Certification authorities: TÜV, Bureau Veritas, …
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➡ https://en.wikipedia.org/wiki/IEC_62443 … and more

https://en.wikipedia.org/wiki/IEC_62443
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Security classes for energy control

➡ Centralised (provider) or 
➡ Decentralised (edge)
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Centralised control:  
Exposure calculation

➡ Assessment: 
Exposure E3 
▪ full Internet 

access (C5) 
▪ high protection 

(P4)
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[Courtesy: Manish Shrestha, UiO, 2019]see additional slides for protection requirements

Exposure = E3
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Centralised: Security Class D
Class : D
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[Courtesy: Manish Shrestha, UiO, 2019]
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Exposure
Centralised 

E3
Decentralised 

E2
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[Courtesy: Manish Shrestha, UiO, 2019]
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Exposure Risk Model 
Increased Security through decentralisation

centralised 
Sec. Class = D
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decentralised 
Sec. Class = A

[Courtesy: Manish Shrestha, UiO, 2019]

Smart Meter Regulations



Artificial Intelligence 
(AI) 

“Big is beautiful”?

17

Will AI be able to 
describe?
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And now we want the computer to answer 
all questions of the world, in all languages
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Source: https://em360tech.com/tech-articles/what-large-language-model-llm-definition-examples-use-cases 

Large 
Language 
Models 
(LLM)

12Jun2006

https://www.youtube.com/watch?v=RNJl9EEcsoE 

https://em360tech.com/tech-articles/what-large-language-model-llm-definition-examples-use-cases
https://youtu.be/RNJl9EEcsoE
https://www.youtube.com/watch?v=RNJl9EEcsoE
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Challenge Large Language Models

19

[Source: Google “questions to challenge large language 
models”, 19 Feb2025]
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Why is big beautiful?

➡ feed with “everything” TV, 
video, wikipedia, NY times,… 

➡ all possible combinations 

➡  the n2 problem 

➡ finding plausible answers 
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Source: https://www.forbes.com/sites/craigsmith/2025/01/23/stargate-americas-500-billion-bid-to-corner-global-ai-capital/ 

https://www.forbes.com/sites/craigsmith/2025/01/23/stargate-americas-500-billion-bid-to-corner-global-ai-capital/


AI for All Jun2025, Josef Noll

The Chinese Way
➡ 2022: 440 Universities in China 

educated AI 
▪ 50% of world’s AI brains 

➡ Mixture-of-Experts (MoE)
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https://www.nature.com/articles/d41586-025-00259-0 

https://medium.com/@tahirbalarabe2/deepseek-r1-explained-chain-of-
thought-reinforcement-learning-and-model-distillation-0eb165d928c9 

https://www.nature.com/articles/d41586-025-00259-0
https://medium.com/@tahirbalarabe2/deepseek-r1-explained-chain-of-thought-reinforcement-learning-and-model-distillation-0eb165d928c9
https://medium.com/@tahirbalarabe2/deepseek-r1-explained-chain-of-thought-reinforcement-learning-and-model-distillation-0eb165d928c9


AI Opportunities for All 

“Think differently: Where to we reach 
our people” 

22
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Distributed AI (DAI)

➡ Reduce: real needs 
▪ information on health 
▪ local information 
▪ language processing 

➡ Speed 
➡ Privacy
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Source: https://www.brusselstimes.com/ 

https://medicalfuturist.com/8-exciting-medical-robot-facts/ 

https://www.brusselstimes.com/
https://medicalfuturist.com/8-exciting-medical-robot-facts/
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Installation on RPI 
as part of TEK5530 course

➡ Installed on RPI 5 with 4 GB RAM 
▪ tinnyllama: 1.1b 
▪ deepseek-r1:1.5b 
▪ llama3.2:1b 

➡ Limitations:  
▪ recommended 8 GB RAM for models 

➡ Next steps 
▪ training local models 

24



Distributed Grid 

Potential Achievements

25
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Limited Grid-capacity

➡ “No capacity for 
new usage in 
Oslo, Østfold and 
Akershus until 
2030-2035” 

➡ Green business 
development?
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[SSB, http://ssb.no/stabank/table/10314/]

Requested demand (Elvia, 2023) 
5% capacity  
95% (2310 MW) capacity queue

Increased production

Eliva: 1180 MW 
and other future 
production

[Kraftløftet Oslo Akershus, LO & NHO, 2023]

51% requested 
capacity increase

max 
used 
4150 
MW

http://ssb.no/stabank/table/10314/%5D
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6Mar2025

➡ typical situation 
▪ 31% self 

consumed 
▪ 43,5 kWh 

produced 
(orange) 

▪ 29,9 kWh to the 
grid (pink)

27
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DESSI infrastructure by ITS@UiO 
https://www.mn.uio.no/its/english/research/projects/dessi/index.html 

➡ busy hour reduction 
▪ 0700-0900: 84%, 96% 
▪ 1700-1900: 69%, 25% 

➡ Peak shaving 
▪ below 5 kWh/h

28

5 kWh

24
Mar/Apr2025

25 26 27 31Mar 1Apr

https://www.mn.uio.no/its/english/research/projects/dessi/index.html
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Conclusions
➡ “Learn from history” 
▪ fog, edge computing/IoT  
▪ edge IoT 

➡ Risk Exposure Model 
▪ Distributed: Security Class A 

➡ Distributed AI (DAI)  
▪ RPI 5, 8 GB 

➡ Research challenges in DAI 
▪model federation 
▪ distributed learning 
▪ hierarchical models

29

Security 
Class A



Additional Slides

30
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Norway: 1 Billion NOK for 6 AI centres 
(100 Million USD = 1.79 USD/inhabitant) 

➡ Artificial Intelligence Centre for the Empowerment 
of Human Learning  

➡ The Norwegian Centre for Trustworthy AI  
➡ Center for AI & Creativity  
➡ Norwegian Centre for Embodied AI   
➡ Norwegian Centre for Sustainable, Risk-averse and 

Ethical AI  
➡ Norwegian Centre on AI for Decisions
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https://www.forskningsradet.no/nyheter/2025/forskningssentre-kunstig-intelligens/ 

UiO is partner is all 6 

centres, and leads 2

announced 12Jun2025

https://www.forskningsradet.no/nyheter/2025/forskningssentre-kunstig-intelligens/
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Energy dashboard  
8 Mar 2025

➡ Energy dashboard 
▪ blue: from grid 
▪ orange: from solar 
▪ ping: to grid 

➡ Solar production 
➡ Energy distribution

32



TEK5530 - L8 Exposure Risk Matrix Mar2025, Josef Noll

SC1: Relevant Protection Criteria

➡ Disable remote access 
functionality 

➡ Only authorised devices 
can join the network 

➡ The APIs calls should be 
authenticated and 
authorised 

➡ Default and weak 
passwords should not be 
used
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[Courtesy: Manish Shrestha, UiO, 2019]


